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© Based on
© Symbol table examples
© Disassembled listings of swap.o
@ objdump -d swap.o
@ objdump -dr swap.o
@ Disassembled listings of smain.o
@ objdump -d smain.o
@ objdump -dr smain.o
© Disassembled listings of smain.out
@ objdump -d smain.out compiled with -nostdlib
@ objdump -d smain.out
@ Symbol table listings
@ symbol table : swap.o
@ symbol table : smain.o
@ symbol table : smain.out
@ Section header table listings
@ section header table : swap.o
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Based on

"Self-service Linux: Mastering the Art of Problem Determination",
Mark Wilding

"Computer Architecture: A Programmer's Perspective",

Bryant & O'Hallaron

1, the copyright holder of this work, hereby publish it under the following licenses: GNU head Permission is granted to
copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts,

and no Back-Cover Texts. A copy of the license is included in the section entitled GNU Free Documentation License.

CC BY SA This file is licensed under the Creative Commons Attribution ShareAlike 3.0 Unported License. In short:
you are free to share and make derivative works of the file under the conditions that you appropriately attribute it,
and that you distribute it only under a license compatible with this one.
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Compling 32-bit program on 64-bit gcc

gcec -v

gcc -m32 t.c

sudo apt-get install gcc-multilib
sudo apt-get install g++-multilib
gcc-multilib

g++-multilib

gcc -m32

objdump -m 1386
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TOC: Symbol Table Examples

@ Example Programs
@ objdump -d main.o
© objdump -d swap.o
@ readelf output fields
@ readelf symbol type

Young W. Lim Link 4.B Symbols 2019-03-12 Tue 5/54



Example codes

// SWap.C —----mmmmmmmmm o
extern int bufl[];
// main.c ----—-—-—-mmmom_
int *p0 = &buf [0];
void swap(); int *pi;
int buf[2] = {1, 2}; void swap()
{
int main() int tmp;
{
swap() ; pl = &buf[1];
return 0; tmp = *p0;
¥ *p0 = *pl;
*pl = tmp;
¥
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Compile commands

e default compiling

gcc -m32 -Wall -c swap.c
gcc -m32 -Wall -c smain.c
gcc -m32 -o smain.out smain.o swap.o

@ do not use the system startup files or libraries

gcc -m32 -Wall -g -00 -c swap.c
gcc -m32 -Wall -g -00 -c smain.c
gcc -m32 -nostdlib -o smain.out smain.o swap.o
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Analyzing commands

@ disassembly

objdump -d smain.o
objdump -d swap.o
objdump -d smain.out

@ symbol table section

readelf -s smain.o
readelf -s swap.o
readelf -s smain.out
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objdump -d swap.o (1)

young@USys2:~/smain$ objdump -d swap.o

swap.o: formato del fichero el£f32-i386

Desensamblado de la seccidn .text:

00000000 <swap>:

0: 55 push  %ebp

1: 89 e5 mov %hesp, hebp

3: 83 ec 10 sub $0x10,%esp

6: e8 fc ff ff ff call 7 <swap+0x7>
b: 05 01 00 00 00 add $0x1, Y%eax

10: 8b 90 00 00 00 00 mov 0x0 (%eax) , hedx
16: 8b 88 00 00 00 00 mov 0x0 (%eax) , %hecx
ic: 8d 49 04 lea 0x4 (Yhecx) ,hecx
1f: 89 0a mov %hecx, (hedx)
21: 8b 90 00 00 00 00 mov 0x0 (%heax) , %edx
27: 8b 12 mov (hedx) ,hedx
29: 89 55 fc mov %edx , -0x4 (%ebp)
2c: 8b 90 00 00 00 00 mov 0x0 (%eax) , hedx

Young W. Lim Link 4.B Symbols 2019-03-12 Tue 9/54



objdump -d swap.o (2)

32: 8b Oa
34: 8b 90
3a: 8b 09
3c: 89 Oa
3e: 8b 80
44: 8b 00
46: 8b 55
49: 89 10
4b: 90
4c: c9
4d: c3
Desensamblado

mov
00 00 00 00 mov
mov
mov
00 00 00 00 mov
mov
fc mov
mov
nop
leave
ret

(%edx) ,%hecx

0x0 (%heax) , hedx
(hecx) ,hecx
%hecx, (hedx)

0x0 (%eax) ,%heax
(Yeax) ,%heax
-0x4 (%ebp) , hedx
%hedx, (heax)

de la seccidn .text.__x86.get_pc_thunk.ax:

00000000 <__x86.get_pc_thunk.ax>:
8b 04 24 mov

0:
3:

c3

ret

(%esp) ,heax
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objdump -dr swap.o (1)

Desensamblado de la

00000000 <swap>:

0:

1:
3:
6.

b:

10:

16:

1c:
1f:
21:

27:
29:
2c:

32:
34:

55
89
83
e8

05
8b
8b
8d
89
8b
8b
89
8b

8b
8b

eb
ec
fc

01
90
88
49
Oa
90
12
55
90

Oa
90

10
ff ff ff

7:
00 00 00

c:
00 00 00 00

12:

00 00 00 00

18:

04

00 00 00 00

23:

fc
00 00 00 00

2e:

00 00 00 00
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seccidon

.text:

push  Y%ebp
mov %esp, hebp
sub $0x10, %esp
call 7 <swap+0x7>
R_386_PC32  __x86.get_pc_thunk.ax
add $0x1, %eax
R_386_GOTPC _GLOBAL_OFFSET_TABLE_

mov 0x0 (%eax) ,%hedx
R_386_G0OT32X pl
mov 0x0 (%ieax) ,%ecx
R_386_G0OT32X buf
lea 0x4 (Yhecx) ,hecx
mov %hecx, (hedx)
mov 0x0 (Yeax) , %hedx
R_386_GOTOFF pO

mov (hedx) ,%hedx
mov %edx , -0x4 (%ebp)
mov 0x0 (%heax) , %edx
R_386_G0T32X pl
mov (%edx) ,%hecx
mov 0x0 (%heax) , hedx
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objdump -dr swap.o (2)

3a: 8b 09 mov (%hecx) ,hecx

3c: 89 0a mov %hecx, (fhedx)

3e: 8b 80 00 00 00 00 mov 0x0 (%eax) ,heax
40: R_386_G0OT32X pl

44: 8b 00 mov (%eax) ,heax

46: 8b 55 fc mov -0x4 (%ebp) , hedx

49: 89 10 mov %hedx, (eax)

4b: 90 nop

4c: c9 leave

4d: c3 ret

Desensamblado de la seccidén .text.__x86.get_pc_thunk.ax:

00000000 <__x86.get_pc_thunk.ax>:
0: 8b 04 24 mov (%esp) ,heax
3: c3 ret
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objdump -d smain.o (1)

young@USys2:~/smain$ objdump -d smain.o

smain.o: formato del fichero elf32-i386

Desensamblado de la seccidn .text:

00000000 <main>:

0: 8d 4c 24 04 lea 0x4 (%esp) , hecx
4: 83 e4 O and $OxfLfEfFF0,%esp
7: ff 71 fc pushl -0x4(%ecx)

a: 55 push  %ebp

b: 89 e5 mov %hesp, hebp

d: 53 push  Yebx

e: 51 push  %ecx

f: e8 fc ff ff ff call 10 <main+0x10>
14: 05 01 00 00 00 add $0x1,%eax

19: 89 c3 mov Yeax , %hebx

1b: e8 fc ff ff ff call 1c <main+0Ox1lc>
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objdump -d smain.o (2)

20: b8 00 00 00 00 mov $0x0, %eax

25: 59 pop hecx

26: 5b pop %hebx

27: 5d pop %ebp

28: 84 61 fc lea -0x4 (%ecx) ,hesp
2b: c3 ret

Desensamblado de la seccidn .text.__x86.get_pc_thunk.ax:
00000000 <__x86.get_pc_thunk.ax>:

0: 8b 04 24 mov (%esp) ,heax
3: c3 ret
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objdump -dr smain.o (1)

smain.o: formato del fichero el1l£32-i386

Desensamblado de la seccidn .text:

00000000 <main>:

0: 8d 4c 24 04 lea 0x4 (%esp) , hecx
4: 83 e4 fO and $0xf££££££0,%esp
7: ff 71 fc pushl -0x4(%ecx)
a: 55 push  Y%ebp
b: 89 e5 mov %hesp, hebp
d: 53 push  Jebx
e: 51 push  Yecx
f: e8 fc ff ff ff call 10 <main+0x10>
10: R_386_PC32 __x86.get_pc_thunk.ax
14: 05 01 00 00 00 add $0x1,%eax
15: R_386_GOTPC _GLOBAL_OFFSET_TABLE_
19: 89 c3 mov Yeax , hebx
1b: e8 fc ff ff ff call 1c <main+0Oxlc>

1c: R_386_PLT32 swap
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objdump -dr smain.o (2)

20: b8 00 00 00 00 mov $0x0, %eax

25: 59 pop hecx

26: 5b pop %hebx

27: 5d pop %ebp

28: 84 61 fc lea -0x4 (%ecx) ,hesp
2b: c3 ret

Desensamblado de la seccidn .text.__x86.get_pc_thunk.ax:
00000000 <__x86.get_pc_thunk.ax>:

0: 8b 04 24 mov (%esp) ,heax
3: c3 ret
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objdump -d smain.out (1) main

000001c0 <main>:

1c0:  8d 4c 24 04 lea 0x4 (%esp) ,hecx
1c4: 83 e4 fO and $0xfEfFfFF0, %esp
1c7: ff 71 fc pushl -0x4(%ecx)

lca: 55 push  Y%ebp

1cb: 89 eb5 mov %esp, hebp

led: B3 push  Yebx

1ce: 51 push  Yecx

1cf: e8 18 00 00 00 call lec <__x86.get_pc_thunk.ax>
1d4: 05 20 1e 00 00 add $0x1e20, %eax
1d9: 89 c3 mov Yheax , hebx

1db: e8 10 00 00 00 call 1f0 <swap>

1e0: b8 00 00 00 00 mov $0x0, %eax

le5: 59 pop hecx

le6: 5b pop %hebx

le7: 5d pop %ebp

1e8: 8d 61 fc lea -0x4 (%ecx) , %esp
leb: c3 ret

000001ec <__x86.get_pc_thunk.ax>:
lec: 8b 04 24 mov (%esp) ,heax
lef: c3 ret
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objdump -d smain.out (2) swap

000001£0 <swap>:

1£0: 55 push  %ebp

1f1: 89 eb mov %esp, hebp

1£3: 83 ec 10 sub $0x10,%esp

1£6: e8 f1 ff ff ff call lec <__x86.get_pc_thunk.ax>
1fb: 05 £f9 14 00 00 add $0x1df9, feax
200: 8d 90 18 00 00 00 lea 0x18 (Yeax) ,hedx
206: 8d 88 Oc 00 00 00 lea 0xc (%heax) , %hecx
20c: 8d 49 04 lea 0x4 (Yhecx) ,hecx
20f: 89 0a mov Yhecx, (hedx)
211: 8b 90 14 00 00 00 mov 0x14 (Yeax) ,hedx
217: 8b 12 mov (hedx) ,%hedx
219: 89 55 fc mov %edx , -0x4 (%ebp)
21c: 8d 90 18 00 00 00 lea 0x18 (%eax) ,hedx
222: 8b Oa mov (%edx) ,hecx
224: 8b 90 14 00 00 00 mov 0x14 (Yheax) ,%hedx
22a: 8b 09 mov (%hecx) , hecx
22c: 89 0Oa mov %hecx, (hedx)
22e: 8d 80 18 00 00 00 lea 0x18 (%eax) ,heax
234: 8b 00 mov (%heax) ,%eax
236: 8b 55 fc mov -0x4 (%ebp) , hedx
239: 89 10 mov %hedx, (feax)
23b: 90 nop

23c: c9 leave

Young W. Lim Link 4.B Symbols 2019-03-12 Tue 18 /54



objdump -d smain.out (1) .init

smain.out: formato del fichero elf32-i386

Desensamblado de

00000360 <_init>:
360: 53
361: 83 ec 08

364: e8 97 00
369: 81 c3 73
36f: 8b 83 18
375: 85 c0
377: 74 05

379: e8 3a 00
37e: 83 c4 08
381: 5b
382: c3
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la seccidn

00 00
1c 00 00
00 00 00

00 00

.init:

push  Jebx
sub $0x8,%esp

call 400 <__x86.get_pc_thunk.bx>

add $0x1c73, %ebx
mov 0x18 (%ebx) ,heax
test  Jeax,’%eax

je 37e <_init+0xle>

call 3b8 <__gmon_start__Q@plt>

add $0x8,%esp
pop %hebx
ret
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objdump -d smain.out (2) .plt

Desensamblado de la seccidén .plt:

00000390 <.plt>:

390: ff b3 04 00 00 00 pushl 0x4(%ebx)
396: f£f a3 08 00 00 00 jmp  *0x8(%ebx)
39c: 00 00 add %al, (%eax)

000003a0 <__libc_start_main@plt>:

3a0: ff a3 Oc 00 00 00 jmp *0xc (%ebx)
3a6: 68 00 00 00 00 push $0x0
3ab: €9 e0 ff ff ff jmp 390 <.plt>
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objdump -d smain.out (3) .plt.got

Desensamblado de la seccidén .plt.got:

000003b0 <__cxa_finalize@plt>:
3b0: ff a3 14 00 00 00 jmp *0x14 (%ebx)
3b6: 66 90 xchg  %ax,hax

000003b8 <__gmon_start__@plt>:

3b8: £f a3 18 00 00 00 jmp  *0x18(%ebx)
3be: 66 90 xchg  %ax,hax
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objdump -d smain.out (4) .text summary

Desensamblado de la seccidn .text:

000003cO <_start>:

00000400 <__x86.get_pc_thunk.bx>:
00000410 <deregister_tm_clones>:
00000450 <register_tm_clones>:
00000420 <__do_global_dtors_aux>:
000004£f0 <frame_dummy>:

000004f9 <__x86.get_pc_thunk.dx>:
000004fd <main>:

00000529 <__x86.get_pc_thunk.ax>:
0000052d <swap>:

00000580 <__libc_csu_init>:
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objdump -d smain.out (5) .fini

Desensamblado de la seccidén .fini:

000005e4 <_fini>:

6e4: 53 push  Yebx

5eb5: 83 ec 08 sub $0x8,%esp

5e8: e8 13 fe ff ff call 400 <__x86.get_pc_thunk.bx>
Sed: 81 c3 ef 19 00 00 add $0x19ef , %ebx

5f3: 83 c4 08 add $0x8, %esp

5f6: 5b pop %hebx

5f7: c3 ret
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objdump -d smain.out (6) _start (a)

000003c0 <_start>:

3c0: 31 ed

3c2: be

3c3: 89 el
3ch: 83 e4 O
3c8: 50

3c9: 54

3ca: 52

3cb: e8 22 00
3d0: 81 c3 Oc
3d6: 8d 83 04
3dc: 50

3dd: 8d 83 a4
3e3: 50

3e4: 51

3eb: 56

3e6: ff b3 1c
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00 00
1c 00 00
e6 ff ff

e5 ff ff

00 00 00

xXor

pop
mov

push
push
push
call
add
lea
push
lea
push
push
push
pushl

%ebp , %hebp

%hesi

%hesp, hecx
$0xf££££££0,%esp
fheax

hesp

%hedx

3f2 <_start+0x32>
$0x1cOc, %ebx
-0x19fc (%ebx) ,%heax
%heax

-0x1ab5c (%ebx) ,%eax
%heax

hecx

Yhesi

Ox1c(%ebx)
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objdump -d smain.out (7) _start (b)

3ec: e8 af ff ff ff call 3a0 <__libc_start_mainQplt>
3f1: f4 hlt

3f2: 8b 1c 24 mov (%esp) , hebx

3f5: c3 ret

3f6: 66 90 xchg  %ax,%ax

3£8: 66 90 xchg  %ax,%ax

3fa: 66 90 xchg  %ax,%ax

3fc: 66 90 xchg  %ax,%ax

3fe: 66 90 xchg  %ax,%ax
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objdump -d smain.out (8)

_x86.get_pc_thunk.bx

00000400 <__x86.get_pc_thunk.bx>:

400: 8b 1c 24 mov (%hesp) ,hebx
403: c3 ret

404: 66 90 xchg  %ax,%ax
406: 66 90 xchg  %ax,%ax
408: 66 90 xchg  %ax,%ax
40a: 66 90 xchg  %ax,%ax
40c: 66 90 xchg  %ax,%ax
40e: 66 90 xchg  %ax,hax
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objdump -d smain.out (9) deregister_tm_clones (a)

00000410 <deregister_tm_clones>:

410: e8 e4 00 00 00 call 4f9 <__x86.get_pc_thunk.dx>
415: 81 c2 c7 1b 00 00 add $0x1bc7, f%edx

41b: 8d 8a 38 00 00 00 lea 0x38 (%edx) ,%hecx

421: 8d 82 38 00 00 00 lea 0x38 (%edx) ,heax

427: 39 c8 cmp %hecx, heax

429: 74 1d je 448 <deregister_tm_clones+0x38>
42b: 8b 82 10 00 00 00 mov 0x10 (%edx) , heax

431: 85 c0 test  Jeax,l%eax

433: 74 13 je 448 <deregister_tm_clones+0x38>
435: 55 push  Yebp

436: 89 eb5 mov %hesp, hebp

438: 83 ec 14 sub $0x14,%esp

43b: 51 push  Yecx
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objdump -d smain.out (10) deregister_tm_clones (b)

43c:
43e:
441:
442:
443:
444:
448:
44a:

ff 4O

83 c4 10

c9

c3

90

8d 74 26 00

£3 c3

8d b6 00 00 00 00
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call  *Yeax
add $0x10,%esp

leave

ret

nop

lea 0x0 (%esi,%eiz,1),%esi
repz ret

lea 0x0(%esi) ,%esi
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objdump -d smain.out (11) register_tm_clones (a)

00000450 <register_tm_clones>:

450: e8 a4 00 00 00 call 4f9 <__x86.get_pc_thunk.dx>
455: 81 c2 87 1b 00 00 add $0x1b87, %edx
45b: 55 push  Y%ebp

45¢c: 8d 8a 38 00 00 00 lea 0x38 (%edx) ,hecx
462: 8d 82 38 00 00 00 lea 0x38 (%edx) , heax
468: 29 c8 sub %hecx, heax

46a: 89 eb mov %hesp, hebp

46c: 53 push  Yebx

464: cl £f8 02 sar $0x2, %eax

470: 89 c3 mov Yeax , %hebx

472: 83 ec 04 sub $0x4,%esp

475: cl eb 1f shr $0x1f,%ebx

478: 01 ds8 add %hebx , heax

47a: dl £8 sar fheax
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-d smain.out (12) register_tm_clones (

47c: 74 14 je 492 <register_tm_clones+0x42>
47e: 8b 92 20 00 00 00 mov 0x20 (%edx) ,%edx

484 : 85 d2 test %hedx , hedx

486: 74 0Oa je 492 <register_tm_clones+0x42>
488: 83 ec 08 sub $0x8,%esp

48b: 50 push  Jeax

48c: 51 push  Jecx

484: £ff d2 call  *Yedx

48f: 83 c4 10 add $0x10,%esp

492: 8b 5d fc mov -0x4 (%ebp) , %hebx

495: c9 leave

496: c3 ret

497: 89 f6 mov hesi,%esi

499: 8d bc 27 00 00 00 00 lea 0x0(%edi,%eiz,1),%edi
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objdump -d smain.out (13) __do_global_dtors_aux

00000420 <__do_global_dtors_aux>:

4a0: 55 push  %ebp

4al: 89 eb mov %esp, hebp

4a3: 53 push  Yebx

4ad: e8 57 ff ff ff call 400 <__x86.get_pc_thunk.bx>
4a9: 81 c3 33 1b 00 00 add $0x1b33, %ebx

4af: 83 ec 04 sub $0x4,%esp

4b2: 80 bb 38 00 00 00 00 cmpb $0x0, 0x38 (%ebx)

4b9: 75 27 jne 4e2 <__do_global_dtors_aux+0x42>
4bb: 8b 83 14 00 00 00 mov 0x14 (%ebx) , %eax

4cl: 85 c0 test  Jeax,%eax

4c3: 74 11 je 4d6 <__do_global_dtors_aux+0x36>
4c5: 83 ec Oc sub $0xc, %hesp

4c8: ff b3 28 00 00 00 pushl 0x28(%ebx)

4ce: e8 dd fe ff ff call 3b0 <__cxa_finalize@plt>
4d3: 83 c4 10 add $0x10, %esp

4d6: e8 3b ff ff ff call 410 <deregister_tm_clones>
4db: c6 83 38 00 00 00 O1 movb $0x1,0x38(%ebx)

4e2: 8b bd fc mov -0x4 (%ebp) , %hebx

4eb: c9 leave

4e6: c3 ret

4eT7: 89 f6 mov Yhesi,hesi

4e9: 8d bc 27 00 00 00 00 lea 0x0 (%edi,%eiz,1) ,%edi

Young W. Lim Link 4.B Symbols 2019-03-12 Tue 31/54



objdump -d smain.out (14) frame_dummy,

__x86.get_pc_thunk.dx

000004£f0 <frame_dummy>:

4f0: 55 push  Yebp

4f1: 89 e5 mov %hesp, hebp

4£3:  5d pop %ebp

4f4: e9 57 ff ff ff jmp 450 <register_tm_clones>

000004f9 <__x86.get_pc_thunk.dx>:
4f9: 8b 14 24 mov (%esp) ,hedx
afc: c3 ret
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objdump -d smain.out (15) main

000004fd <main>:

4fd: 8d 4c 24 04 lea 0x4 (Yiesp) , hecx
501: 83 e4 f0 and $OxELEfEE£££0, %esp
504: ff 71 fc pushl -0x4(%ecx)

507: 55 push  Y%ebp

508: 89 eb5 mov %esp, hebp

50a: 53 push  Yebx

50b: 51 push  Yecx

50c: e8 18 00 00 00 call 529 <__x86.get_pc_thunk.ax>
511: 05 cb 1a 00 00 add $0x1lacb, eax
516: 89 c3 mov Yeax, hebx

518: e8 10 00 00 00 call 52d <swap>

514: b8 00 00 00 00 mov $0x0, %eax

522: 59 pop hecx

523: 5b pop %hebx

524: 5d pop %ebp

525: 8d 61 fc lea -0x4 (Yecx) , %esp
528: c3 ret
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objdump -d smain.out (16)

_x86.get_pc_thunk.ax

00000529 <__x86.get_pc_thunk.ax>:
529: 8b 04 24 mov (%esp) ,heax
52c: c3 ret
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objdump -d smain.out (17) swap (a)

0000052d <swap>:

52d: 55 push  %ebp

52e: 89 e5 mov %hesp, hebp

530: 83 ec 10 sub $0x10,%esp

533: e8 f1 ff ff ff call 529 <__x86.get_pc_thunk.ax>
538: 05 a4 1a 00 00 add $0x1aad,%eax
53d: 8d 90 3c 00 00 00 lea 0x3c (heax) , hedx
543: 8d 88 2c 00 00 00 lea 0x2c (Yheax) ,%hecx
549: 8d 49 04 lea 0x4 (%ecx) , hecx
54c: 89 0Oa mov %hecx, (fedx)
Sde: 8b 90 34 00 00 00 mov 0x34 (%eax) , hedx
554: 8b 12 mov (%edx) ,%hedx
556: 89 55 fc mov %edx , -0x4 (%ebp)
559: 8d 90 3c 00 00 00 lea 0x3c (heax) , hedx
55f: 8b Oa mov (%edx) ,%hecx
561: 8b 90 34 00 00 00 mov 0x34 (%heax) ,%hedx
567: 8b 09 mov (Yecx) ,hecx
569: 89 Oa mov Yhecx, (hedx)
56b: 8d 80 3c 00 00 00 lea 0x3c (heax) , heax
571: 8b 00 mov (heax) ,%heax
573: 8b 55 fc mov -0x4 (%ebp) , hedx
576: 89 10 mov %hedx, (eax)

Young W. Lim Link 4.B Symbols 2019-03-12 Tue 35 /54



objdump -d smain.out (18) swap (b)

578:
579:
57a:
57b:
57d:
57f:

90
c9
c3
66 90
66 90
90

Young W. Lim

nop
leave

ret

xchg  %ax,’%ax
xchg  %ax,’%hax
nop
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_libc_csu_init (a)

objdump -d smain.out (19)

00000580 <__libc_csu_init>:

580: 55 push  %ebp

581: 57 push  Yedi

582: 56 push  Yesi

583: 53 push  Yebx

584: e8 77 fe ff ff call 400 <__x86.get_pc_thunk.bx>
589: 81 c3 53 1a 00 00 add $0x1a53, %ebx

58f: 83 ec Oc sub $0xc,%esp

592: 8b 6¢c 24 28 mov 0x28(%esp) , %ebp
596: 8d b3 04 ff ff ff lea -0xfc(%ebx) ,%esi
59c: e8 bf fd ff ff call 360 <_init>

5al: 8d 83 00 ff ff ff lea -0x100(%ebx) , %eax
5a7: 29 c6 sub Yeax,hesi

5a9: cl fe 02 sar $0x2,%esi

bac: 85 f6 test  Yesi,%esi

bae: 74 25 je 5d6 <__libc_csu_init+0x55>
5b0: 31 ff xor Y%edi, hedi

5b2: 8d b6 00 00 00 00 lea 0x0 (%esi) ,%esi
5b8: 83 ec 04 sub $0x4,%esp

5bb: 55 push  %ebp

Sbc: ff 74 24 2c pushl 0x2c(%esp)

5c0: ff 74 24 2c pushl 0x2c(%esp)
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objdump -d smain.out (20)

5c4:
5cb:
5ce:
5d1:
5d3:
5d5:
5d8:
5d9:
5da:
5db:
bdc:
5dd:

ff
83
83
39
75
83
5b
Se
5f
5d
c3
8d

94 bb 00 ff ff ff
c7 01

c4 10

fe

e3

c4 Oc

76 00

000005e0 <__libc_csu_fini>:

5e0:

£3

c3

Young W. Lim

_libc_csu_init (b)

call *-0x100 (%ebx, %edi,4)
add $0x1,%edi

add $0x10,%esp

cmp Yedi,%esi

jne 5b8 <__libc_csu_init+0x38>
add $0xc, %hesp

pop %hebx

pop hesi

pop %hedi

pop  ’ebp

ret

lea 0x0(%esi),%esi

repz ret
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readelf -s swap.o

Symbol table ’.symtab’ contains 17 entries:
Num: Valor Tam Tipo Unién Vis Nombre Ind

0: 00000000 0 NOTYPE LOCAL DEFAULT UND

1: 00000000 0 FILE LOCAL DEFAULT ABS swap.c

2: 00000000 0 SECTION LOCAL DEFAULT 2

3: 00000000 0 SECTION LOCAL DEFAULT 4

4: 00000000 0 SECTION LOCAL DEFAULT 5

5: 00000000 0 SECTION LOCAL DEFAULT 6

6: 00000000 0 SECTION LOCAL DEFAULT 8

7: 00000000 0 SECTION LOCAL DEFAULT 10

8: 00000000 0 SECTION LOCAL DEFAULT 11

9: 00000000 0 SECTION LOCAL DEFAULT 9

10: 00000000 0 SECTION LOCAL DEFAULT 1

11: 00000000 4 0BJECT GLOBAL DEFAULT 6 pO

12: 00000000 0 NOTYPE GLOBAL DEFAULT UND buf

13: 00000004 4 0BJECT GLOBAL DEFAULT COM p1

14: 00000000 78 FUNC GLOBAL DEFAULT 2 swap

15: 00000000 0 FUNC GLOBAL HIDDEN 8 __x86.get_pc_thunk.ax
16: 00000000 0 NOTYPE GLOBAL DEFAULT UND _GLOBAL_OFFSET_TABLE_
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objdummp -t swap.o

objdump -t swap.o
swap.o: file format el1£32-i386

SYMBOL TABLE:
00000000 1 df *ABS* 00000000 swap.c

00000000 1 d .text 00000000 .text

00000000 1 d .data 00000000 .data

00000000 1 d .bss 00000000 .bss

00000000 1 d .data.rel 00000000 .data.rel

00000000 1 d .text.__x86.get_pc_thunk.ax 00000000 .text.__x86.get_pc_thunk.a
00000000 1 d .note.GNU-stack 00000000 .note.GNU-stack

00000000 1 d .eh_frame 00000000 .eh_frame

00000000 1 d .comment 00000000 .comment

00000000 1 d .group 00000000 .group

00000000 g 0 .data.rel 00000004 pO

00000000 *UND* 00000000 buf

00000004 0 *COM*x 00000004 pil

00000000 g F .text 0000004e swap

00000000 g F .text.__x86.get_pc_thunk.ax 00000000 .hidden __x86.get_pc_thunk
00000000 *UND* 00000000 _GLOBAL_OFFSET_TABLE_
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readelf -s smain.o

young@USys2:~/smain$ readelf -s smain.o

Symbol table ’.symtab’ contains 15 entries:
Num: Valor Tam Tipo Unién Vis Nombre Ind

0: 00000000 0 NOTYPE LOCAL DEFAULT UND

1: 00000000 0 FILE LOCAL DEFAULT ABS smain.c

2: 00000000 0 SECTION LOCAL DEFAULT 2

3: 00000000 0 SECTION LOCAL DEFAULT 4

4: 00000000 0 SECTION LOCAL DEFAULT 5

5: 00000000 0 SECTION LOCAL DEFAULT 6

6: 00000000 0 SECTION LOCAL DEFAULT 8

7: 00000000 0 SECTION LOCAL DEFAULT 9

8: 00000000 0 SECTION LOCAL DEFAULT 7

9: 00000000 0 SECTION LOCAL DEFAULT 1

10: 00000000 8 OBJECT GLOBAL DEFAULT 4 buf

11: 00000000 44 FUNC GLOBAL DEFAULT 2 main

12: 00000000 0 FUNC GLOBAL HIDDEN 6 __x86.get_pc_thunk.ax
13: 00000000 0 NOTYPE GLOBAL DEFAULT UND _GLOBAL_OFFSET_TABLE_
14: 00000000 0 NOTYPE GLOBAL DEFAULT UND swap
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objdump -t smain.o

objdump -t main.o
main.o: file format elf32-i386

SYMBOL TABLE:
00000000 1 df *ABS* 00000000 main.c

00000000 1 d .text 00000000 .text

00000000 1 d .data 00000000 .data

00000000 1 d .bss 00000000 .bss

00000000 1 d .text.__x86.get_pc_thunk.ax 00000000 .text.__x86.get_pc_thunk.a
00000000 1 d .note.GNU-stack 00000000 .note.GNU-stack

00000000 1 d .eh_frame 00000000 .eh_frame

00000000 1 d .comment 00000000 .comment

00000000 1 d .group 00000000 .group

00000000 g 0 .data 00000008 buf

00000000 g F .text 0000002c main

00000000 g F .text.__x86.get_pc_thunk.ax 00000000 .hidden __x86.get_pc_thunk
00000000 *UND* 00000000 _GLOBAL_OFFSET_TABLE_

00000000 *UND* 00000000 swap
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readelf -s smain.out compiled with -nostdlib (1)

young@USys2:~/smain$ readelf -s smain.out

Symbol table ’.dynsym’ contains 1 entry:
Num: Valor Tam Tipo Unién Vis Nombre Ind
0: 00000000 0 NOTYPE LOCAL DEFAULT UND

Symbol table ’.symtab’ contains 31 entries:
Num: Valor Tam Tipo Unién Vis Nombre Ind

0: 00000000 0 NOTYPE LOCAL DEFAULT UND
1: 00000154 0 SECTION LOCAL DEFAULT 1
2: 00000168 0 SECTION LOCAL DEFAULT 2
3: 0000018c 0 SECTION LOCAL DEFAULT 3
4: 00000124 0 SECTION LOCAL DEFAULT 4
5: 000001b4 0 SECTION LOCAL DEFAULT 5
6: 000001b8 0 SECTION LOCAL DEFAULT 6
7: 000001c0O 0 SECTION LOCAL DEFAULT 7
8: 00000240 0 SECTION LOCAL DEFAULT 8
9: 00000264 0 SECTION LOCAL DEFAULT 9
10: 00001f6¢ 0 SECTION LOCAL DEFAULT 10
11: 00001ff4 0 SECTION LOCAL DEFAULT 11
12: 00002000 0 SECTION LOCAL DEFAULT 12
13: 0000200c 0 SECTION LOCAL DEFAULT 13
14: 00000000 0 SECTION LOCAL DEFAULT 14
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readelf -s smain.out compiled with -nostdlib (2)

15: 00000000
16: 00000000
17: 00000000
18: 00001f6c
19: 00000240

FILE LOCAL DEFAULT ABS smain.c

FILE LOCAL DEFAULT ABS swap.c

FILE LOCAL DEFAULT ABS

0BJECT LOCAL DEFAULT 10 _DYNAMIC

NOTYPE LOCAL DEFAULT 8 __GNU_EH_FRAME_HDR
20: 00001ff4 0BJECT LOCAL DEFAULT 11 _GLOBAL_OFFSET_TABLE_
21: 00002008 OBJECT GLOBAL DEFAULT 12 pO

22: 000001£0 78 FUNC GLOBAL DEFAULT 7 swap

» O O OO0 OoOOo

23: 000001ec 0 FUNC GLOBAL HIDDEN 7 __x86.get_pc_thunk.ax
24: 0000200c 4 OBJECT GLOBAL DEFAULT 13 pil

25: 00000000 0 NOTYPE GLOBAL DEFAULT UND _start

26: 0000200c 0 NOTYPE GLOBAL DEFAULT 13 __bss_start

27: 000001cO 44 FUNC GLOBAL DEFAULT 7 main

28: 00002000 8 OBJECT GLOBAL DEFAULT 12 buf

29: 0000200c 0 NOTYPE GLOBAL DEFAULT 12 _edata

30: 00002010 0 NOTYPE GLOBAL DEFAULT 13 _end
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readelf -s smain.out (1)

young@USys2:~/smain$ readelf -s smain.out

Symbol table ’.dynsym’ contains 7 entries:
Num: Valor Tam Tipo Unién Vis Nombre Ind
0: 00000000 0 NOTYPE LOCAL DEFAULT UND
1: 00000000 0 NOTYPE WEAK  DEFAULT UND _ITM_deregisterTMCloneTab
2: 00000000 0 FUNC WEAK  DEFAULT UND __cxa_finalize@GLIBC_2.1.3 (2)
3: 00000000 0 NOTYPE WEAK DEFAULT UND __gmon_start__
4: 00000000 0 FUNC GLOBAL DEFAULT UND __libc_start_main@GLIBC_2.0 (3)
5: 00000000 0 NOTYPE WEAK DEFAULT UND _ITM_registerTMCloneTable
6: 000005fc 4 OBJECT GLOBAL DEFAULT 16 _IO0_stdin_used

Symbol table ’.symtab’ contains 71 entries:
Num: Valor Tam Tipo Unidén Vis Nombre Ind
0: 00000000 0 NOTYPE LOCAL DEFAULT UND
1: 00000154 0 SECTION LOCAL DEFAULT 1
2: 00000168 0 SECTION LOCAL DEFAULT 2
3: 00000188 0 SECTION LOCAL DEFAULT 3
4: 000001ac 0 SECTION LOCAL DEFAULT 4
5: 000001cc 0 SECTION LOCAL DEFAULT 5

2019-03-12 Tue
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readelf -s

0000023c
000002d2
000002e0
00000310
00000358
00000360

: 00000390
: 000003b0
: 000003c0
: 0000054
: 000005£8
: 00000600
: 00000644
: 00001edc
: 00001ee0
: 00001eed
: 00001fdc
: 00002000
: 00002014
: 00000000

Young W. Lim

[elelelNelNeNeNeNeoNeNoNoNeNeoNoNe e Ne e Ne e}

smain.out (2)

SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION
SECTION

LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL
LOCAL

DEFAULT 6
DEFAULT 7
DEFAULT 8
DEFAULT 9
DEFAULT 10
DEFAULT 11

DEFAULT 12
DEFAULT 13

DEFAULT 14
DEFAULT 15
DEFAULT 16
DEFAULT 17
DEFAULT 18

DEFAULT 19
DEFAULT 20

DEFAULT 21
DEFAULT 22
DEFAULT 23
DEFAULT 24
DEFAULT 25
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readelf -s smain.out (3)

26: 00000000
27: 00000410
28: 00000450
29: 000004a0
30: 00002014
31: 00001ee0
32: 000004f0
33: 00001edc
34: 00000000
35: 00000000
36: 00000000
37: 0000075c¢c
38: 00000000
39: 00001ee0
40: 00001ee4d
41: 00001edc
42: 00000600
43: 00001fdc
44: 000005e0
45: 00000000
46: 00000400
47: 00002000

FILE LOCAL DEFAULT ABS crtstuff.c

FUNC LOCAL DEFAULT 14 deregister_tm_clones

FUNC LOCAL DEFAULT 14 register_tm_clones

FUNC LOCAL DEFAULT 14 __do_global_dtors_aux
OBJECT LOCAL DEFAULT 24 completed.7281

OBJECT LOCAL DEFAULT 20 __do_global_dtors_aux_fin
FUNC LOCAL DEFAULT 14 frame_dummy

0OBJECT LOCAL DEFAULT 19 __frame_dummy_init_array_
FILE LOCAL DEFAULT ABS smain.c

FILE LOCAL DEFAULT ABS swap.c

FILE LOCAL DEFAULT ABS crtstuff.c

OBJECT LOCAL DEFAULT 18 __FRAME_END__

FILE LOCAL DEFAULT ABS

NOTYPE LOCAL DEFAULT 19 __init_array_end

OBJECT LOCAL DEFAULT 21 _DYNAMIC

NOTYPE LOCAL DEFAULT 19 __init_array_start

NOTYPE LOCAL DEFAULT 17 __GNU_EH_FRAME_HDR
OBJECT LOCAL DEFAULT 22 _GLOBAL_OFFSET_TABLE_
FUNC GLOBAL DEFAULT 14 __libc_csu_fini

NOTYPE WEAK  DEFAULT UND _ITM_deregisterTMCloneTab
FUNC GLOBAL HIDDEN 14 __x86.get_pc_thunk.bx
NOTYPE WEAK DEFAULT 23 data_start

OB ONOODOODODODO0ODO0ODOO0OOO0OOKKr OOO0OO
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readelf -s smain.out (4)

48: 00002014
49: 00002010
50: 000005e4
51: 000004f9
52: 00000000
53: 00002000
54: 00000000
55: 00002004
56: 000005fc
57: 00000000
58: 00000580 9
59: 0000201c
60: 000003cO
61: 000005f8

NOTYPE GLOBAL DEFAULT 23 _edata

0BJECT GLOBAL DEFAULT 23 pO

FUNC GLOBAL DEFAULT 15 _fini

FUNC GLOBAL HIDDEN 14 __x86.get_pc_thunk.dx
FUNC WEAK  DEFAULT UND __cxa_finalize@@GLIBC_2.1
NOTYPE GLOBAL DEFAULT 23 __data_start

NOTYPE WEAK  DEFAULT UND __gmon_start__

OBJECT GLOBAL HIDDEN 23 __dso_handle

0BJECT GLOBAL DEFAULT 16 _I0_stdin_used

FUNC GLOBAL DEFAULT UND __libc_start_main@@GLIBC_
FUNC GLOBAL DEFAULT 14 __libc_csu_init

NOTYPE GLOBAL DEFAULT 24 _end

FUNC GLOBAL DEFAULT 14 _start

0BJECT GLOBAL DEFAULT 16 _fp_hw

62: 00002008 OBJECT GLOBAL DEFAULT 23 buf

63: 00002014 NOTYPE GLOBAL DEFAULT 24 __bss_start

64: 000004fd 44 FUNC GLOBAL DEFAULT 14 main

(o2 "o e NeNe Ne N XK=l

w

O 0w b OO

65: 00000529 0 FUNC GLOBAL HIDDEN 14 __x86.get_pc_thunk.ax

66: 00002018 4 OBJECT GLOBAL DEFAULT 24 pil

67: 00002014 0 OBJECT GLOBAL HIDDEN 23 __TMC_END__

68: 00000000 O NOTYPE WEAK DEFAULT UND _ITM_registerTMCloneTable
69: 0000052d 78 FUNC GLOBAL DEFAULT 14 swap

70: 00000360 0 FUNC GLOBAL DEFAULT 11 _init
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readelf -S swap.o

There are 16 section headers, starting at offset 0x340:

Encabezados de Seccidn:

[Nr] Nombre Tipo Direc Desp Tam ES Opt En Inf Al
[ o] NULL 00000000 000000 000000 00 0O 0 O
[ 11 .group GROUP 00000000 000034 000008 04 13 15 4
[ 2] .text PROGBITS 00000000 00003c 00004e 00 AX O 0 1
[ 3] .rel.text REL 00000000 000260 000040 08 I 13 2 4
[ 4] .data PROGBITS 00000000 00008a 000000 00 WA O O 1
[ 5] .bss NOBITS 00000000 00008a 000000 00 WA O O 1
[ 6] .data.rel PROGBITS 00000000 00008c 000004 00 WA O O 4
[ 71 .rel.data.rel REL 00000000 0002a0 000008 08 I 13 6 4
[ 8] .text.__x86.get_p PROGBITS 00000000 000090 000004 00 AXG O 0 1
[ 9] .comment PROGBITS 00000000 000094 00002b 01 MS O O 1
[10] .note.GNU-stack  PROGBITS 00000000 0000bf 000000 00 0 o0 1
[11] .eh_frame PROGBITS 00000000 0000cO 00004c 00 A O 0 4
[12] .rel.eh_frame REL 00000000 0002a8 000010 08 I 13 11 4
[13] .symtab SYMTAB 00000000 00010c 000110 10 14 11 4
[14] .strtab STRTAB 00000000 00021c 000043 00 0 0 1
[15] .shstrtab STRTAB 00000000 0002b8 000088 00 0 o0 1

Key to Flags:
W (write), A (alloc), X (execute), M (merge), S (strings), I (info),
L (link order), 0O (extra 0S processing required), G (group), T (TLS),
C (compressed), x (unknown), o (0S specific), E (exclude);
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readelf -S smain.o

young@USys2:~/smain$ readelf -S smain.o
There are 14 section headers, starting at offset 0x2d8:

Encabezados de Seccién:

[Nr] Nombre Tipo Direc Desp Tam ES Opt En Inf Al
[ o] NULL 00000000 000000 000000 00 0 0o 0
[ 1] .group GROUP 00000000 000034 000008 04 11 12 4
[ 2] .text PROGBITS 00000000 00003c 00002c 00 AX O o 1
[ 3] .rel.text REL 00000000 000234 000018 08 I11 2 4
[ 4] .data PROGBITS 00000000 000068 000008 00 WA O O 4
[ 8] .bss NOBITS 00000000 000070 000000 OO WA O o 1
[ 6] .text.__x86.get_p PROGBITS 00000000 000070 000004 00 AXG O 0o 1
[ 71 .comment PROGBITS 00000000 000074 00002b 01 MS O o 1
[ 8] .note.GNU-stack PROGBITS 00000000 00009f 000000 00 0 0o 1
[ 9] .eh_frame PROGBITS 00000000 0000a0 000060 00 A O 0 4
[10] .rel.eh_frame REL 00000000 00024c 000010 08 I11 9 4
[11] .symtab SYMTAB 00000000 000100 0000£f0 10 12 10 4
[12] .strtab STRTAB 00000000 0001f0 000043 00 0 0o 1
[13] .shstrtab STRTAB 00000000 00025c 00007a 00 0 0 1

Key to Flags:
W (write), A (alloc), X (execute), M (merge), S (strings), I (info),
L (link order), O (extra 0S processing required), G (group), T (TLS),
C (compressed), x (unknown), o (0S specific), E (exclude),
p (processor specific)
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readelf -S smain.out compiled with -nostdlib

young@USys2:~/smain$ readelf -S smain.out
There are 18 section headers, starting at offset 0x1348:

Encabezados de Seccién:

[Nr] Nombre Tipo Direc Desp Tam ES Opt En Inf Al
[ o] NULL 00000000 000000 000000 00 0 0o 0
[ 1] .interp PROGBITS 00000154 000154 000013 00 A O o 1
[ 2] .note.gnu.build-i NOTE 00000168 000168 000024 00 A O 0 4
[ 3] .gnu.hash GNU_HASH 0000018c 00018c 000018 04 A 4 O 4
[ 4] .dynsym DYNSYM 000001a4 0001a4 000010 10 A 5 1 4
[ 6] .dynstr STRTAB 000001b4 0001b4 000001 00O A O o 1
[ 6] .rel.dyn REL 000001b8 0001b8 000008 08 A 4 O 4
[ 71 .text PROGBITS 000001cO 0001cO 00007e 00 AX O o 1
[ 8] .eh_frame_hdr PROGBITS 00000240 000240 000024 00 A O 0 4
[ 9] .eh_frame PROGBITS 00000264 000264 000080 00 A O 0 4
[10] .dynamic DYNAMIC 00001f6c 000f6c 000088 08 WA 5 0 4
[11] .got PROGBITS 00001ff4 000ff4 00000c 04 WA O 0 4
[12] .data PROGBITS 00002000 001000 00000c 00 WA O 0 4
[13] .bss NOBITS 0000200c 00100c 000004 00 WA O O 4
[14] .comment PROGBITS 00000000 00100c 00002a 01 MS O o 1
[156] .symtab SYMTAB 00000000 001038 0001f0 10 16 21 4
[16] .strtab STRTAB 00000000 001228 000084 00 0 o 1
[17] .shstrtab STRTAB 00000000 0012ac 000099 00 0 o 1

Key to Flags:
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readelf -s smain.out compiled with -nostdlib (2)

15: 00000000
16: 00000000
17: 00000000
18: 00001f6c
19: 00000240

FILE LOCAL DEFAULT ABS smain.c

FILE LOCAL DEFAULT ABS swap.c

FILE LOCAL DEFAULT ABS

0BJECT LOCAL DEFAULT 10 _DYNAMIC

NOTYPE LOCAL DEFAULT 8 __GNU_EH_FRAME_HDR
20: 00001ff4 0BJECT LOCAL DEFAULT 11 _GLOBAL_OFFSET_TABLE_
21: 00002008 OBJECT GLOBAL DEFAULT 12 pO

22: 000001£0 78 FUNC GLOBAL DEFAULT 7 swap

» O O OO0 OoOOo

23: 000001ec 0 FUNC GLOBAL HIDDEN 7 __x86.get_pc_thunk.ax
24: 0000200c 4 OBJECT GLOBAL DEFAULT 13 pil

25: 00000000 0 NOTYPE GLOBAL DEFAULT UND _start

26: 0000200c 0 NOTYPE GLOBAL DEFAULT 13 __bss_start

27: 000001cO 44 FUNC GLOBAL DEFAULT 7 main

28: 00002000 8 OBJECT GLOBAL DEFAULT 12 buf

29: 0000200c 0 NOTYPE GLOBAL DEFAULT 12 _edata

30: 00002010 0 NOTYPE GLOBAL DEFAULT 13 _end
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readelf -S smain.out (1)

young@USys2:~/smain$ readelf -S smain.out
There are 29 section headers, starting at offset Ox17fc:

Encabezados de Seccidn:

[Nr]
[ o]
1]
2]
3]
4]
5]
6]

Nombre

.interp
.note.ABI-tag
.note.gnu.build-i
.gnu.hash
.dynsym
.dynstr
.gnu.version
.gnu.version_r
.rel.dyn
.rel.plt

.init

Young W. Lim

Tipo
NULL
PROGBITS
NOTE
NOTE
GNU_HASH
DYNSYM
STRTAB
VERSYM
VERNEED
REL

REL
PROGBITS

Direc

00000000
00000154
00000168
00000188
000001ac
000001cc
0000023c
000002d2
000002e0
00000310
00000358
00000360

Link 4.B Symbols

Desp

000000
000154
000168
000188
0001lac
0001cc
00023c
0002d2
0002e0
000310
000358
000360

Tam

000000
000013
000020
000024
000020
000070
000096
00000e
000030
000048
000008
000023

ES Opt En Inf Al

00 0o 0 ©o
o0 A 0O O 1
o0 A 0O O 4
o0 A O O 4
o4 A 5 0 4
10 A 6 1 4
o0 A 0O O 1
02 A 5 0 2
00 A 6 1 4
08 A 5 0 4
08 AI 5 22 4
00 AX 0 O 4
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readelf -S smain.out (2)

[12] .plt PROGBITS 00000390 000390 000020 04 AX O O 16
[13] .plt.got PROGBITS 000003b0 0003b0 000010 08 AX O O 8
[14] .text PROGBITS 000003cO 0003cO 000222 00 AX O O 16
[156] .fini PROGBITS 000005e4 0005e4 000014 00 AX O 0 4
[16] .rodata PROGBITS 000005£8 0005£8 000008 0O A O O 4
[17] .eh_frame_hdr PROGBITS 00000600 000600 000044 00 A O O 4
[18] .eh_frame PROGBITS 00000644 000644 00011c 00O A O O 4
[19] .init_array INIT_ARRAY 00001ledc 000edc 000004 04 WA O O 4
[20] .fini_array FINI_ARRAY 00001ee0 000ee0 000004 04 WA O O 4
[21] .dynamic DYNAMIC 00001ee4 000ee4 0000f8 08 WA 6 O 4
[22] .got PROGBITS 00001fdc 000fdc 000024 04 WA O O 4
[23] .data PROGBITS 00002000 001000 000014 00O WA O O 4
[24] .bss NOBITS 00002014 001014 000008 00O WA O O 4
[25] .comment PROGBITS 00000000 001014 00002a 01 MS O O 1
[26] .symtab SYMTAB 00000000 001040 000470 10 27 44 4
[27] .strtab STRTAB 00000000 0014b0 00024e 00 0o 0 1
[28] .shstrtab STRTAB 00000000 0016fe 0000fc 00 o o0 1

Key to Flags:
W (write), A (alloc), X (execute), M (merge), S (strings), I (info),
L (link order), 0 (extra 0S processing required), G (group), T (TLS),
C (compressed), x (unknown), o (0S specific), E (exclude),
p (processor specific)
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