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Based on

Q https:
//stac47.github.io/c/relocation/elf/tutorial/2018/03/01/
understanding-relocation-elf.html

1, the copyright holder of this work, hereby publish it under the following licenses: GNU head Permission is granted to
copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts,

and no Back-Cover Texts. A copy of the license is included in the section entitled GNU Free Documentation License.

CC BY SA This file is licensed under the Creative Commons Attribution ShareAlike 3.0 Unported License. In short:
you are free to share and make derivative works of the file under the conditions that you appropriately attribute it,
and that you distribute it only under a license compatible with this one.
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https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/
https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/

Compling 32-bit program on 64-bit gcc

gcec -v

gcc -m32 t.c

sudo apt-get install gcc-multilib
sudo apt-get install g++-multilib
gcc-multilib

g++-multilib

gcc -m32

objdump -m 1386
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n_main.c

@ // nmothing.h —-----mmm oo
void doAlmostNothing();

Q@ // n_main.Cc ——--- e
#include "nothing.h"

int main(int argc, const char *argv([])

{
doAlmostNothing () ;
return O;

}

https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/understanding-reloc
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doNothingStatic, doNot g, doAlmostNot

® // nothing.c —-----ommmmomm e
static void doNothingStatic() {
}

void doNothing() {
}

void doAlmostNothing() {
doNothingStatic();
doNothing() ;

}

https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/understanding-reloc
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compiling commands

@ gcc -g -m32 -Wall -c nothing.c -o nothing.o
ar rcs libnothing.a nothing.o

gcc -g -m32 -Wall -c nmain.c
gcc -g -m32 nmain.o -L. -lnothing -0 nmain.out

https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/understanding-reloc
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analyzing

commands

@ objdump
objdump
objdump

@ readelf

readelf
readelf

@ readelf
readelf

-d

nothing.o ; objdump -d nmain.out

-dr nothing.o ; objdump -dr nmain.out

-D

nothing.o ; objdump -D nmain.out
nothing.o

nmain.o

nmain.out

nmain.out (--sections)

nmain.out  (--symbols)

https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/understanding-reloc
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relocation information in nothing.o (1)

dump -dr nothing.o

3: e8 fc ff ff ff call 4 <doNothingStatic+0x4>

4: R_386_PC32 __x86.get_pc_thunk.ax
8: 05 01 00 00 00 add $0x1,%eax

9: R_386_GOTPC _GLOBAL_OFFSET_TABLE_
13: e8 fc ff ff ff call 14 <doNothing+0x4>

14: R_386_PC32 __x86.get_pc_thunk.ax
18: 05 01 00 00 00 add $0x1, heax

19: R_386_GOTPC _GLOBAL_OFFSET_TABLE_

readelf -r nothing.o

Dffset Info Type Sym.Value Sym. Name

00000004 00001002 R_386_PC32 00000000  __x86.get_pc_thunk.ax
00000009 0000110a R_386_GOTPC 00000000  _GLOBAL_OFFSET_TABLE_
00000014 00001002 R_386_PC32 00000000  __x86.get_pc_thunk.ax
00000019 0000110a R_386_GOTPC 00000000  _GLOBAL_OFFSET_TABLE_
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relocation information in nothing.o (

objdump -dr nothing.o

23: e8 fc ff ff ff call 24 <doAlmostNothing+0x4>
24: R_386_PC32 __x86.get_pc_thunk.ax
28: 05 01 00 00 00 add $0x1, %eax
29: R_386_GOTPC _GLOBAL_OFFSET_TABLE_
32: e8 fc ff ff ff call 33 <doAlmostNothing+0x13>

33: R_386_PC32 doNothing

readelf -r nothing.o

Offset Info Type Sym.Value Sym. Name

00000024 00001002 R_386_PC32 00000000  __x86.get_pc_thunk.ax
00000029 0000110a R_386_GOTPC 00000000  _GLOBAL_OFFSET_TABLE_
00000033 00001202 R_386_PC32 00000010  doNothing
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relocation information in nmain.o

objdump -dr nmain.o

] e8 fc ff ff ff call 10 <main+0x10>

10: R_386_PC32 __x86.get_pc_thunk.ax
14: 05 01 00 00 00 add $0x1,%eax

15: R_386_GOTPC _GLOBAL_OFFSET_TABLE_
1b: e8 fc ff ff ff call 1c <main+0x1c>

1c: R_386_PLT32 doAlmostNothing

readelf -r nmain.o

| A\

Offset Info Type Sym.Value Sym. Name

00000010 00001002 R_386_PC32 00000000  __x86.get_pc_thunk.ax
00000015 0000110a R_386_GOTPC 00000000  _GLOBAL_OFFSET_TABLE_
0000001c 00001204 R_386_PLT32 00000000  doAlmostNothing

N
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r.offset (1) in doNothingStatic

doNothingStatic calls __x86.get_pc_thunk.ax
@ 00000000 <doNothingStatic>:

3: e8 [fc ff ff ff] call 4 <doNothingStatic+0x4>

@ symbol reference location (offset) 0x4 = <0x0 + 0x4>
o initial value (bias) -0x4 = Oxfffffffc
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r.offset (2) in doNothing

doNothing calls __x86.get_pc_thunk.ax
@ 00000010 <doNothing>:

13: e8 [fc ff ff ff] call 14 <doNothing+0x4>

@ symbol reference location (offset) 0x14 = <0x10 + 0x4>
o initial value (bias) -0x4 = Oxfffffffc
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r.offset (3) in doAlmostNothing

doAlmostNothing calls __x86.get_pc_thunk.ax
@ 00000020 <doAlmostNothing>:

23: e8 [fc ff ff ff] call 24 <doAlmostNothing+0x4>

@ symbol reference location (offset) 0x24 = <0x20 + 0x4>
o initial value (bias) -0x4 = Oxfffffffc
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r.offset (4) in doAlmostNothing

doAlmostNothing calls doNothingStatic

@ 00000020 <doAlmostNothing>:

2d: e8 [ce ff ff ff] call 0 <doNothingStatic>

@ symbol reference location (offset) 0x0 = <0x0 + 0x0>
e initial value (bias) -0x32 = Oxffffffce

otherwise
e 0Ox2e = <0x20 + Oxe>
o -0x4 = Oxfffffffc (0x32 = 0x2e + Ox4)
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r.offset (5) in doAlmostNothing

doAlmostNothing calls doNothing
@ 00000020 <doAlmostNothing>:

32: e8 [fc ff ff ff] call 33 <doAlmostNothing+0x13>

@ symbol reference location (offset) 0x33 = <0x20+0x13>
o initial value (bias) -0x4 = Oxfffffffc
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relocation types

@ R_386_PC32 determine the destinance
from this memory location to the "symbol",
then add it to the value currently at this dword;
deposit the result back into the dword
@ R_386_GOTPC determine the distance
from here to the GLOBAL OFFSET TABLE (&G0OT[0]) and
deposit the difference as a dword into this location
(does not involve a symboll)
used in function prolog to calculate &GOT[0]

https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/understanding-reloc:
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relocation section .rel.text, .rel.eh_frame

young@USys1:~$ readelf -r nothing.o

Relocation section ’.rel.text’ at offset 0x288 contains 7 entries:

Dffset Info Type Sym.Value Sym. Name

00000004 00000b02 R_386_PC32 00000000  __x86.get_pc_thunk.ax
00000009 00000c0Oa R_386_GOTPC 00000000  _GLOBAL_OFFSET_TABLE_
00000014 00000b02 R_386_PC32 00000000  __x86.get_pc_thunk.ax
00000019 00000c0Oa R_386_GOTPC 00000000  _GLOBAL_OFFSET_TABLE_
00000024 00000b02 R_386_PC32 00000000  __x86.get_pc_thunk.ax
00000029 00000c0Oa R_386_GOTPC 00000000  _GLOBAL_OFFSET_TABLE_
00000033 00000402 R_386_PC32 00000010  doNothing

Relocation section ’.rel.eh_frame’ at offset 0x2c0O contains 4 entries:

Offset Info Type Sym.Value Sym. Name

00000020 00000202 R_386_PC32 00000000 .text

00000040 00000202 R_386_PC32 00000000 .text

00000060 00000202 R_386_PC32 00000000 .text

00000080 00000602 R_386_PC32 00000000 .text.__x86.get_pc_thu
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r.type, r.symbol (1) in doNothingStatic

doNothingStatic calls __x86.get_pc_thunk.ax
00000000 <__x86.get_pc_thunk.ax>:

00000000 <doNothingStatic>:

3: e8 fc ff ff ff call 4 <doNothingStatic+0x4>
4: R_386_PC32 __x86.get_pc_thunk.ax

| A\

relocation entry r

offset Ox4
bias -0x4
symbol  x86.get pc_thunk.ax
type R 386 PC32

N
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r.type, r.symbol (2) in doNothing

doNothing calls __x86.get_pc_thunk.ax

00000000 <__x86.get_pc_thunk.ax>:
00000010 <doNothing>:

13: e8 fc ff ff ff call 14 <doNothing+0x4>
14: R_386_PC32 __x86.get_pc_thunk.ax

| A\

relocation entry r

offset 0x14
bias -0x4
symbol  x86.get pc_thunk.ax
type R 386 PC32
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r.type, r.symbol (3) in doAlmostNothing

doAlmostNothing calls __x86.get_pc_thunk.ax

00000020 <doAlmostNothing>:
23: e8 fc ff ff ff call 24 <doAlmostNothing+0x4>
24: R_386_PC32 __x86.get_pc_thunk.ax

relocation entry r

offset 0x24
bias -0x4
symbol  x86.get pc_thunk.ax
type R 386 PC32
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r.type, r.symbol (4) in doAlmostNothing

doAlmostNothing calls doNothingStatic
00000020 <doAlmostNothing>:

2d: e8 ce ff ff ff call O <doNothingStatic>

relocation entry r

offset 0x0
bias -0x32
symbol  doNothingStatic
type

22/39
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r.type, r.symbol (5) in doAlmostNothing

doAlmostNothing calls doNothing
00000020 <doAlmostNothing>:

32: e8 fc ff ff ff call 33 <doAlmostNothing+0x13>
33: R_386_PC32 doNothing

relocation entry r

offset 0x33
bias -0x4
symbol doNothing

type R 386 PC32
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relocation results (1) in doNothingStatic

nothing.o
00000000 <__x86.get_pc_thunk.ax>:

00000000 <doNothingStatic>:

3: e8 fc ff ff ff call 4 <doNothingStatic+0x4>

4: R_386_PC32 __x86.get_pc_thunk.ax
--- bias = -0x04, offset = 0x04 = <0x0 + 0X4> —-c-oomommomm———

0x519 + 0x04 + 0x04 = 0x521 reference location

00000519 <__x86.get_pc_thunk.ax>:

0000051d <doNothingStatic>:

520: e8 f4 ff ff ff call 519 <__x86.get_pc_thunk.ax>
--- 0x521 + 0x4 - Oxc = 0x519 (Oxfffffff4d = -Oxc)
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relocation results (2) in doNothing

nothing.o
00000000 <__x86.get_pc_thunk.ax>:

00000010 <doNothing>:

13: e8 fc ff ff ff call 14 <doNothing+0x4>

14: R_386_PC32 __x86.get_pc_thunk.ax
--- bias = -0x04, offset = 0x14 = <0x10 + 0%X4> ———-ommmmmmmm——

0x519 + 0x4 + 0x14 = 0x531 reference location

00000519 <__x86.get_pc_thunk.ax>:

0000052d <doNothing>:

530: e8 e4 ff ff ff call 519 <__x86.get_pc_thunk.ax>
--- 0x531 + 0x4 - Oxlc = 0x519 (Oxffffffed4 = - Oxlc)
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relocation results (3) in doAlmostNothing

nothing.o
00000020 <doAlmostNothing>:

23: e8 fc ff ff ff call 24 <doAlmostNothing+0x4>

24: R_386_PC32 __x86.get_pc_thunk.ax

--- bias = -0x04, offset = 0x24 = <0x20 + 0x4> -----------—-—--———

0x519 + 0x4 + 0x24 = 0x541 reference location

nmain.out
0000053d <doAlmostNothing>:

\

540: e8 d4 ff ff ff call 519 <__x86.get_pc_thunk.ax>

--- 0x541 + 0x4 - 0x2c = 0x519 (-0x2c = Oxffffffd4) ----------

N,
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relocation results (4) in doAlmostNothing

nothing.o
00000020 <doAlmostNothing>:

23: e8 fc ff ff ff call 24 <doAlmostNothing+0x4>
24: R_386_PC32 __x86.get_pc_thunk.ax
2d: e8 ce ff ff ff call 0 <doNothingStatic>

--- bias = -0x32, symbol offset = 0x0 = <0x0 + 0x0> --------—-—-———-
0x519 + 0x32 + 0x0 = 0x54b reference location

0000053d <doAlmostNothing>:
540: e8 d4 ff ff ff call 519 <__x86.get_pc_thunk.ax>

54a: e8 ce ff ff ff call 51d <doNothingStatic>
--- 0x54b + 0x4 - 0x32 = 0x51d (-0x32 = Oxffffffce) -------------—--—-
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relocation results (5) in doAlmostNothing

nothing.o
00000020 <doAlmostNothing>:
23: e8 fc ff ff ff call 24 <doAlmostNothing+0x4>
24: R_386_PC32 __x86.get_pc_thunk.ax
2d: e8 ce ff ff ff call 0 <doNothingStatic>
32: e8 fc ff ff ff call 33 <doAlmostNothing+0x13>

33: R_386_PC32 doNothing
--- bias = -0x4, offset = 0x33 = <0x20 + 0x13> ——---mmmmmooooeo
0x519 + 0x4 + 0x33 = 0x550 reference location

| A

nmain.out

0000053d <doAlmostNothing>:

540: e8 d4 ff ff ff call 519 <__x86.get_pc_thunk.ax>
54a: e8 ce ff ff ff call 51d <doNothingStatic>

54f: e8 d9 ff ff ff call 52d <doNothing>

--- 0x550 + 0x4 - 0x27 = 0x52d (-0x27 = Oxffffffd9) -----------—o
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function addresses

.text section address

young@USys2:~/nmain$ readelf -S nmain.out

[14] .text PROGBITS 000003b0 0003b0 000212 00 AX O O 16

function addresses

young@USys2:~/nmain$ readelf -s nmain.out

64: 000004ed 44 FUNC GLOBAL DEFAULT 14 main
65: 00000519 0 FUNC GLOBAL HIDDEN 14 __x86.get_pc_thunk.ax
36: 0000051d 16 FUNC LOCAL DEFAULT 14 doNothingStatic

67: 0000052d 16 FUNC GLOBAL DEFAULT 14 doNothing

46: 00000534 26 FUNC GLOBAL DEFAULT 14 doAlmostNothing
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function symbol relocations

function symbol values in nothing.o and nmain.out

@ 00000000 <__x86.get_pc_thunk.ax> in .text.__x86.get_pc_thunk.ax of nothing.o
00000519 <__x86.get_pc_thunk.ax> in .text of nmain.out

@ 00000000 <doNothingStatic>: in .text of nothing.o
0000051d <doNothingStatic>: in .text of nmain.out

@ 00000010 <doNothing>: in .text of nothing.o
0000052d <doNothing>: in .text of nmain.out

@ 00000020 <doAlmostNothing>: in .text of nothing.o
0000053d <doAlmostNothing>: in .text of nmain.out

https://stac47.github.io/c/relocation/elf/tutorial/2018/03/01/understanding-reloc
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symbol reference (1) in doNothingStatic

__x86.get_pc_thunk.ax reference

@ doNothingStatic calls __x86.get_pc_thunk.ax

@ function symbol values in nmain.out

doNothingStatic : 0x51d <---
__x86.get_pc_thunk.ax : 0x519

@ in nothing.o

3: e8 fc ff ff ff call 4 <doNothingStatic+0x4>
0x519 + 0x4 + 0x4 = 0x521 = refaddr ... Oxfffffffc, 4
0x51d + 0x4 = 0x521 = refaddr ... <doNothingStatic+0x4>

@ in nmain.out

520: e8 f4 ff ff ff call 519 <__x86.get_pc_thunk.ax>
0x519 - 0x521 - 4 -0Oxc = *refaddr
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symbol reference (2) in doNothing

__x86.get_pc_thunk.ax reference

@ doNothing calls __x86.get_pc_thunk.ax

@ function symbol values in nmain.out
doNothing : 0x52d <---
__x86.get_pc_thunk.ax : 0x519

@ in nothing.o

13: e8 fc ff ff ff call 14 <doNothing+0x4>
0x519 + 0x4 + 0x14 = 0x531 = refaddr ... Oxfffffffc, 14
0x52d + 0x4 = 0x531 = refaddr ... <doNothing+0x4>

@ in nmain.out

530: e8 e4 ff ff ff call 519 <__x86.get_pc_thunk.ax>
0x519 - 0x531 - 4 = -Oxlc = *refaddr
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symbol references (3) in doAlmostNothing

__x86.get_pc_thunk.ax reference

@ doAlmostNothing calls __x86.get_pc_thunk.ax

@ function symbol values in nmain.out

doAlmostNothing : 0x53d <---
__x86.get_pc_thunk.ax : 0x519

@ in nothing.o

23: e8 fc ff ff ff call 24 <doAlmostNothing+0x4>
0x519 + 0x04 + 0x24 = 0x541 = refaddr ... Oxfffffffc, 24
0x53d + 0x04 = 0x541 = refaddr ... <doAlmostNothing+0x4>

@ in nmain.out
540: e8 d4 ff ff ff call 519 <__x86.get_pc_thunk.ax>

0x519 - 0x541 - 4 = -0x2c = *refaddr
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symbol references (4) in doAlmostNothing

doNothingStatic reference

@ doAlmostNothing calls doNothingStatic

@ function symbol values in nmain.out

doAlmostNothing : 0x53d
doNothingStatic : 0x51d <---

@ in nothing.o

2d: e8 ce ff ff ff call 0 <doNothingStatic>
0x519 + 0x32 + 0x0 = 0x54b = refaddr ... Oxffffffce, O
0x51d + 0x2e = 0xb54b = refaddr ... <doNothingStatic>

@ in nmain.out

54a: e8 ce ff ff ff call 51d <doNothingStatic>
0x51d - 0x54b -4 = -0x32 = *refaddr
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symbol references (5) in doAlmostNothing

doNothing reference

@ doAlmostNothing calls doNothing

@ function symbol values in nmain.out

doAlmostNothing : 0x53d <---
doNothing : 0x52d

@ in nothing.o

32: e8 fc ff ff ff call 33 <doAlmostNothing+0x13>
0x519 + 0x4 + 0x33 = 0x500 = refaddr ... Oxfffffffc, 33
0x53d + 0x13 = 0x550 = refaddr ... <doAlmostNothing+0x13>

@ in nmain.out

54f: e8 d9 ff ff ff call 52d <doNothing>
0x52d - 0x550 - 0x4 = -0x27 = *refaddr
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main gdb disassemble results

in disassemble results

@ (gdb) disas main

Dump of assembler code for function main:
0x004004ed <+0>: lea 0x4 (hesp) , hecx
0x004004f1 <+4>: and $OxffEFEF£0, %esp
0x004004f4 <+7>:  pushl -0x4(%ecx)
0x004004£f7 <+10>: push %ebp
0x004004f8 <+11>: mov %esp, hebp
0x004004fa <+13>: push Yebx
0x004004fb <+14>: push Y%ecx
0x004004fc <+15>: «call 0x400519 <__x86.get_pc_thunk.ax>
0x00400501 <+20>: add $0x1adb, %eax

=> 0x00400506 <+25>: mov %eax, hebx
0x00400508 <+27>: call  0x40053d <doAlmostNothing>
0x0040050d <+32>: mov $0x0, heax
0x00400512 <+37>: pop hecx
0x00400513 <+38>: pop  Yebx
0x00400514 <+39>: pop %ebp
0x00400515 <+40>: lea -0x4 (Yiecx) , %esp
0x00400518 <+43>: ret

End of assembler dump.
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doAlmostNothing gdb disassemble results

doAlmostNothing disassemble results

@ (gdb) disas doAlmostNothing

Dump of assembler code for function doAlmostNothing:
0x0040053d <+0>: push Y%ebp
0x0040053e <+1>: mov %esp, hebp
0x00400540 <+3>: call  0x400519 <__x86.get_pc_thunk.ax>
0x00400545 <+8>: add $0x1a97, heax
0x0040054a <+13>: call 0x40051d <doNothingStatic>
0x0040054f <+18>: call 0x40052d <doNothing>
0x00400554 <+23>: nop
0x00400555 <+24>: pop hebp
0x00400556 <+25>: ret

End of assembler dump.
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doNothingStatic gdb disassemble results

main disassemble results

@ (gdb) disas doNothingStatic

Dump of assembler code for function doNothingStatic:
0x0040051d <+0>: push  %ebp
0x0040051e <+1>:  mov %esp, hebp
0x00400520 <+3>: call 0x400519 <__x86.get_pc_thunk.ax>
0x00400525 <+8>: add $0x1ab7, heax
0x0040052a <+13>: nop
0x0040052b <+14>: pop hebp
0x0040052c <+15>: ret

End of assembler dump.
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doNothing gdb disassemble results

doNothing disassemble results

@ (gdb) disas doNothing

Dump of assembler code for function doNothing:
0x0040052d <+0>: push  %ebp
0x0040052e <+1>: mov %esp, hebp
0x00400530 <+3>: call 0x400519 <__x86.get_pc_thunk.ax>
0x00400535 <+8>: add $0x1aa7,%eax
0x0040053a <+13>: nop
0x0040053b <+14>: pop %ebp
0x0040053c <+15>: ret

End of assembler dump.
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